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Key points/ | ARC 15th October 2024
recommendations from

those meetings Assurance was given that the organisation is on track against the overall

trajectory to achieve full compliance, and that significant improvements have
been made to the rate of compliance compared to where we’ve been.

ARC was advised that SHSC benchmarks comparably to other Mental
Health Trusts and are likely to outperform other MH Trusts against the
standards, but this is yet to be seen as a result of the exercise undertaken
which is in the initial stages.

The committee were alerted to the risk relating to standards that are applied
to universally across all Trusts which relates to the exposure of chemical,
biological, radiological, and nuclear materials. It was noted that this is
unlikely to occur in a mental health trust and might be more common in
acute trusts and as such, there is assurance that there is sufficient
mitigation in place against those risks.

Board Development, Planning and Strategy Day 23 October 2024

The paper and framework was presented at the Board Development,
Planning and Strategy session as an agenda item because of the need to
meet the submission deadline to the Integrated Care Board (ICB) for review.

The assurance framework was approved for submission, and it was agreed
that the paper and framework will be shared and noted at the Public Board
in November 2024.

The board were advised about our position in relation to bolstering EPRR
standards by releasing other leaders with EPRR experience as required. It
was also advised that discussions are taking place to remove four of the
core standards for Mental Health Trust’s due to the requirement not being
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deemed applicable.

Feedback was given the Director of Finance about the cyber and digital
incidents deep dive and the associated action plan. The deep dive is a self-
assessment that will not be subject to any further review externally.

Summary of key points in report

Sheffield Health and Social Care NHS Foundation Trust (SHSC) needs to plan for, and respond to, a wide
range of incidents and emergencies that could affect patient care. Incidents may range from extreme
weather conditions, an outbreak of an infectious disease, or a hospital evacuation. The Civil Contingencies
Act (2004) requires all NHS organisations, and providers of NHS-funded care to deal with such incidents
while maintaining services. The EPRR core standards published annually are designed to provide
assurance.

Background

The Board will be aware that the 2024/25 core standards brought with them 6 new standards and significant
additional requirements to meet all the standards, together with a new process for submission that involved
trusts submitting evidence against each standard to be inspected by NHS England.

In line with all trusts in the region, SHSC were non-compliant. Last year (2023-24) our overall rating
was 10% compliance with 6 green core standards and 52 amber core standards. An action plan was
proposed in December 2023 providing timescales for meeting those standards deemed partially
compliant, that we are currently able to. However, it was agreed by the ICB that SY providers and ICB
themselves, would work to overall compliance by the end of October 2025.

SHSC Current Position

We can report that we have self-assessed against the criteria that 47 core standards are now Green
(74%), 15 amber core standards and 1 red core standard. This is subject to an ICB review following
submission of our assessment on the 31 October 2024.

Many plans and policy have been sent to Trust Emergency Preparedness Group (TEPG) in the last
months for approval and taken through to Policy Governance Group (Policy approval) and Audit and
Risk Committee (Plans) for sign off:

Standards no Standard name

14 New and Emerging Pandemics Plan

20 On Call Policy

23&48 EPRR Work Plan

28&50 Business Continuity Management System

47 New Business Continuity Plan template

CBRN Hazmat /CBRN Awareness for Reception and Pharmacy
staff

The list of documents approved and signed off that are part of our compliance are as follows:

EPRR Core Standards Action Plan
TEPG Terms of Reference
Policies from PGG — EPRR Policy
Business Continuity Policy
Business Continuity Plan Template

Page 2

Public BoD Nov 2024 Emergency Preparedness Resilience Response (EPRR) Assurance Framework
24-25 Submission




Business Continuity Management System
Lockdown Policy

VIP Policy

Adverse Weather and other emergency conditions
Heatwave Plan

Evacuation Plan YH Low Medium Secure Plan
CBRNe Plan

Major and Ciritical Incident Plan

Emergency Plan — Communications

SHSC will be submitting in region of 180 documents of evidence to support our submission.

Predicted Compliance Rate this year

The compliance rate (initially 74%) is highly likely to drop down. Our predicated compliance rate is likely to
be between 57% and 65%. This is primarily due to a lack of clear guidance and useful information on the
domain 10: CBRN Core standards, and secondarily to domain 5 which relates to training and exercising and
any other requested evidence which we may not be able to provide. Regarding training plans are in place to
address the minimum standard over the next 12 months, though it is important to the note that the
expectations are equivalent to the current mandatory training requirements of a line manager.

NHS England Regional and South Yorkshire ICB process for 2024-25

Building on the process last year, there is no expectation of how many standards an organisation should be
moving to a compliant position, however, organisations should be able to demonstrate progress they have
made against their final position in 2023. Below is the proposed process and timelines for 2024:

The NHS England process this year is that ICBs will agree how local assurance will be undertaken
(evidence submissions, peer reviews, check & challenge sessions etc) and system level assurance
arrangements via their Local Health Resilience Partnership (LHRP), with a focus on seeking assurance that
any standards assessed as Partial or Non-compliant in 2023. This has been through an internal check &
challenge process and advice and support from partners to ensure reliability before submitting a self-
assessment of full compliance this year. The process is as follows:

o The regional EPRR team will provide support and guidance to this process at the request
of each ICB — this will be agreed via LHRPs and confirmed by ICBs to the September
Regional Health Resilience Partnership (RHRP).

e Organisations will undertake a self-assessment against the 2024/25 core standards,
which will be submitted to their ICB by or on 315t October. ICBs will also submit their self-
assessments to NHS England NEY on this date. The self-assessment must be signed of
by the board this submission date and is on the agenda.

¢ As normal, LHRPs will undertake formal confirm & challenge sessions post receipt of the
organisation’s self-assessments before submission of LHRP reports to the regional team
at the end of November.

e The regional team will then work with ICBs to obtain organisational level assurance
ratings and agree next steps to share learning and best practice ahead of the 2025/26
work programme being agreed, as per the timescale set out below.

e Early November (dates and process TBC): Formal review meetings will be held
between the ICB and each provider's AEO and EPRR teams to review their submission.
Arrangements will be confirmed once it is known how many standards overall are being
put forward for evidence reviews and how much time will be required for each meeting.

e 19" November — Check & Challenge LHRP meeting will take place to allow for peer
review and discussion of submissions, including agreement of monitoring process for
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2025.

e Late November, date TBC - ICB meets with NHS England NEY team to review the South
Yorkshire submissions.

o 2 Dec 2024 - the final ratings for South Yorkshire will be shared with the NEY Regional
Health Resilience Partnership (RHRP). Boards should then sign off the finalised
organisational positions at the earliest opportunity following this date and share the
paper(s) with the ICB.

If following the discussion, there is a difference in the provider organisations’ rating for a core standard and
the ICB perception of what the rating should be, then the provider organisation is asked to provide details of
this in their subsequent Board report on their core standards rating.

2024/25 deep dive: Cyber Security and IT Related Incidents

Each year, alongside the annual assurance process, a ‘deep dive’ is conducted to gain valuable
additional insight into a specific area. Following recent incidents and common health risks raised as
part of last year’s annual assurance process, the 2024/25 EPRR annual deep dive will focus on
responses to cyber security and IT related incidents. The deep dive questions are applicable to those
organisations indicated within the EPRR self-assessment tool. Please note that compliance ratings
against individual deep dive questions do not contribute to the overall organisational EPRR assurance
rating. The outcome of the deep dive will be used to identify areas of good practice and further
development and as in previous years it is expected that organisations will use their self-assessment to
guide the development of local arrangements. SHSC is compliant with 1 standard, partially compliant
with 9 standards and not compliant with 1 standard.

More training, exercising and testing SHSC resilience to cyber security plans will be part of action plan
to be done by Emergency Planning Manager and Head of Service Delivery & Infrastructure Digital.

The table below shows where SHSC stands with this year deep dive:

Cyber Security
Total 1 1 1 9 1

Conclusion

In summary, we are confident that the overall compliance rate for SHSC this year will be between 57% and
65% following the check and challenge process where we anticipate being and we expect to be in a similar
position to other providers in South Yorkshire.

Assurance was given to Audit and Risk committee (ARC) that the organisation is on track against the overall
trajectory to achieve full compliance, and that significant improvements have been made to the rate of
compliance compared to where we’ve been.

ARC was advised that SHSC benchmarks comparably to other Mental Health Trusts and are likely to
outperform other MH Trusts against the standards, but this is yet to be seen as a result of the exercise
undertaken which is in the initial stages.

The committee were alerted to the risk relating to standards that are applied universally across all Trusts
which relates to the exposure of chemical, biological, radiological, and nuclear materials. It was noted that
this is unlikely to occur in a mental health trust and might be more common in acute trusts and as such,
there is assurance that there is sufficient mitigation in place against those risks.

Audit and Risk Committee recommend to the Board that they support this submission for sign off by the

Page 4

Public BoD Nov 2024 Emergency Preparedness Resilience Response (EPRR) Assurance Framework
24-25 Submission




Board of Directors in October 2024.
Appendices

Appendix 1 SHSC NHSE EPRR Core Standards Initial Self-Assessment 2024

Recommendation for the Board/Committee to consider:

Consider for Action Approval

Assurance Information X

The Board are asked to note the SHSC’s core standards submission for 2024-2025, which took place in
October 2024, and which followed approval at the private Board of Directors meeting in October 2024.

Please identify which strategic priorities will be impacted by this report:

Effective Use of Resources

Deliver Outstanding Care

Great Place to Work

Ensuring our services are inclusive

x| X| X| X

Is this report relevant to compliance with any key standards ? | State specific standard

Care Quality Commission X Safety, Premises and equipment, Staffing,
Fundamental Standards Good Governance, well led
Data Security and X Data Protection and Security Toolkit— 10
Protection Toolkit national data guardian standards
Any other specific X NHS England EPRR - 55 core standards for
standard? mental health trusts

Have these areas been considered ? YES/NO

If Yes, what are the implications or the impact?
If no, please explain why

Service User and Carer X Failure to maintain some or all of our services;
Safety, Engagement and increased risk to service users
Experience

Financial (revenue &capital)

Reputational risk, risk of legal action, removal
of funding

Organisational Development
/Workforce

Staff safety, reputation of SHSC aim to
create a great place to work

Equality, Diversity & Inclusion

All EPRR policies include equality related
impacts, together with the specific plans
that are formed within them

Legal

Breach of regulatory standards andconditions
of Provider Licence

Environmental sustainability

Loss of power. Inability to maintain our
services
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Please select type of organisation: | Acute Providers | Publishing Approval Reference: 000719
Click button to format the workbook

o Fully Partially Non
Core Standards standards : . . Overall assessment: Non compliant
) compliant | compliant | compliant
applicable
Governance 6 6 0 0
Duty to risk assess 2 2 0 0
Duty to maintain plans 11 10 1 0
Command and control 2 1 1 0
Training and exercising 4 2 2 0
Response 7 7 0 0 Instructions:
Warning and informing 4 3 1 0 Step 1: If you see a yellow ribbon at the top of the page and a button asking you to 'Enable Content' please do so.
Cooperation 4 2 2 0 Step 2: Select the type of organisation from the drop-down at the top of this page
Business Continuity 10 6 4 0 Step 3: Click on the 'Format Workbook' button.
Hazmat/CBRN 12 7 4 1 Step 4: Complete the Self-Assessment RAG in the 'EPRR Core Standards' tab
CBRN Support to acute Trusts 0 0 0 0 Step 5: Complete the Self-Assessment RAG in the 'Deep dive' tab
Total 62 46 15 1 Step 6: Ambulance providers only: Complete the Self-Assessment in the 'Interoperable capabilities' tab
Step 7: In the Action Plan tab, click on the 'Format Action Plan' button.
Deep Dive standards Fully Partla}lly Nor.1
) compliant | compliant | compliant
applicable
Cyber Security 11 1 9 1

Total 11 1 9 1



Domain 1 -

Domain

Standard name

Standard Detail

Supporting Information - including examples of evidence

Organisational Evidence

Self assessment RAG

Red (not compliant) = Not compliant with the core standard. The
organisation’s work programme shows compliance will not be reached
within the next 12 months.

ly compliant) = Not compliant with core standard. However, the
isation’s work programme demonstrates sufficient evidence of
prcgress and an action plan to achieve full comy the next 12
months.

Green (fully compliant) = Fully compliant with core standard.

Action to be
taken

Timescale

Comments

The organisation has appointed an Accountable Emergency Officer
(AEO) responsible for Emergency Preparedness Resilience and
Response (EPRR). This individual should be a board level director

Evidence

Role Holder: Neil Robertson:

1 Governance Senior Leadership | within their individual organisation, and have the appropriate + Name and role of appointed individual Director of Operations and Fully compliant
authority, resources and budget to direct the EPRR portfolio. - AEO responsibiliies included in role/job description Transformation
The policy should:
+ Have a review schedule and version control
The organisation has an overarching EPRR policy or statement of |+ Use unambiguous terminol
intent. - Identify those responsible for ensuring policies and arrangements are updated, distributed and | EPRR Policy in place - updated
regularly tested and exercised and approved at Policy
This should take into account the organisation’s: + Include references o other sources of information and supporting documentation Governance Group
) + Business objectives and processes reviewed annually by ;
2 CorziE EPRR Policy Statement |, (o<, piiers and contractual arrangements Evidence AEO/EPRR lead and goes to Euvcomeiert
- Risk assessment(s) Up to date EPRR policy or statement of intent that includes PGG 3 yearly or earlier if
« Functions and / or organisation, structural and staff changes. + Resourcing commitment changes identified. Policy on
+ Access to funds Policies document.
- Commitment to Emergency Planning, Business Continuity, Training, Exercisi
These reports should be taken to a public board, and as a minimum, include an overview on:
 training and exercises undertaken by the organisation
« summary of any business continuity, critical incidents and major incidents experienced by the. -
The Chief Executive Officer ensures that the Accountable organisation eriodie Rﬁ',‘;ﬁﬂf:. "
Emergency Officer discharges their responsibiltes to provide EPRR |+ lessons identified and learning undertaken from incidents and exercises R
reports to the Board, no less than annually * the organisation's compliance positon n relation 1o the latest NHS England EPRR assurance ~ | o ECGRITERS TRRGIORY _
3 Governance EPRR board reports process. e e Fully compliant
The organisation publicly states its readiness and preparedness oresented annually to Boord
activities in annual reports within the organisation's own regulatory | Evidence reoting, evidanced through
reporting requirements. « Public Board meeting minutes e T
« Evidence of presenting the results of the annual EPRR assurance process to the Public Board por 9 -
 For those organisations that do not have a public board, a public statement of readiness and
preparedness activities.
The organisation has an annual EPRR work programme, informed Aﬁ:f:‘;::‘%ﬁ’sgf;r‘;g:“ﬁ:o
by .
« current guidance and good practice CO:"::ﬂZ;‘:g’:Z‘S;QC‘::”;::‘QnQ
 lessons identified from incidents and exercises Evidence O et Meann _
4 Governance EPRR work programme | - identified risks + Reporting process explicilly described within the EPRR policy statement el ek i Fully compliant
« outcomes of any assurance and audit processes « Annual work plan formo through the EPRR core
The work programme should be regularly reported upon and shared fr:‘:"::r:ﬂ:f:ge";;:";ﬂ‘ya‘;g
with partners where appropriate.
Evidence
+ EPRR Policy identifies resources required to fulfil EPRR function; policy has been signed off by
The Board / Governing Body is saisfied that the organisation has | the organisation's Board Advised Board at Board
5 Governance EPRR Resource |sufficient and appropriate resource to ensure it can fully ischarge | Assessment of role / resources Development Presentation on Fully compliant
its EPRR duties. + Role description of EPRR Staff/ staff who undertake the EPRR responsibiltes 28102/2024
« Organisation structure chart
+ Internal Governance process chartincluding EPRR group
Evidence .
The organisation has clearly defined processes for capturing « Process explicitly described within the EPRR policy statement 16‘,"091“;2"6';"4:":{"'3 .21251: o
6 Governance Continuous improvement | earning from ncidents and exercises o nform the review and |+ Reporting those lessons o the Board/ governing body and where the improvements o plans | oo e MEMERE, Fully compliant
embed into EPRR arrangements. were made s

« participation within a regional process for sharing lessons with partner organisations

Domain 2 - Dutv to risk assess

The organisation has a process in place to regularly assess the
risks to the population it serves. This process should consider all

+ Evidence that EPRR risks are regularly considered and recorded
. Ev\dencs that EPRR risks are represented and recorded on the organisations corporate risk

Emergency Planning risk

7 Duty to risk assess Riskassessment |10 0 0 0o ere Inluding community and national 1ok register created on Ulysses and Fully compliant
Togistors ek assessments to consider community risk registers and as a core component, include reviews in TOR for TEPG
. reasonable worst-case scenarios and extreme events for adverse weather
The organisation has a robust method of reporting, recording, Evidence Emergency Planning risk
8 Duty to risk assess Risk monitoring, and escalating EPRR risks internally |+ EPRR risks are considered in the organlsahon s risk management pchcy register created on Ulysses and Fully compliant
and externally + Reference to EPRR risk inthe EPRR um; reviews in TOR for TEPG

Domain 3 - Dutv to maintain Plans




Domain

Standard name

Standard Detail

Plans and arrangements have been developed in collaboration with
relevant stakeholders including emergency services and health

Supporting Information - including examples of evidence

Partner organisations collaborated with as part of the planning process are in planning
arrangements

Organisational Evidence

Collaborative planning takes
place both formally and
informally. For example, plans

practice, whereas plans such as|
YH Low Medium Secure
Evacuation are formally

Amber (pa

progress and an action plan to achieve full comj

Self assessment RAG

Red (not compliant) = Not compliant with the core standard. The
organisation’s work programme shows compliance will not be reached
within the next 12 months.

ly compliant) = Not compliant with core standard. However, the
organisation’s work programme demonstrates sufficient evidence of

the next 12
months.

Green (fully compliant) = Fully compliant with core standard.

Action to be

e Timescale

Comments

© iy DL R (CollaborativepIannind | . 1. 15 enhance joint working arrangements and to ensure the | Evidence IR 0 T s Felepi
whole patient pathway is considered. + Consultation process in place for plans and arrangements T D R
« Changes to arrangements as a result of consultation are recorded CEREDDE FEDERCED
sshared from time to time in
advance of events with place
partners e.g. public holidays;
North of England MH forum for
EPRR matters specific to MH
Trusts.
Arrangements should be:
« current (reviewed in the last 12 months) Major and Gritical Incident Plan
«in line with current national guidance in place, reviewed and updatod
In line with current guidance and legislation, the organisation has |« in line with risk assessment in Inavary 2004 MACI plan was _
10 Duty to maintain plans Incident Response | effective arrangements in place to define and respond to Critical |+ tested regularly els Fully compliant
and Major incidents as defined within the EPRR Framework. - signed off by the appropriate mechanism 15101/2008 BEBG s sent
 shared appropriately with those required to use them e o e
« outline any equipment requirements
« outline any staff training required
Arrangements should be:
* current
- in line with current national UK Health Security Agency (UKHSA) & NHS guidance and Met
Office or Environment Agency alerls Adverse weather and other
~in line with risk assessment emergencies plan reviewed,
— In line with current guidance and legislation, the organisation has | - tested regularly updated and signed off ;
i DTN Adverse Weather | .. tive arrangements in place for adverse weather events. - signed off by the appropriate mechanism 16/01/2024 SHSC Green Plan, Bulcomeiest
- shared appropriately with those required to use them UKHSA Adverse Weather and
- outline any equipment requirements Health Plan 2023
 oulline any stafftraining required
- reflective of climate change risk assessments
 cognisant of extreme events e.g. drough, storms (including dust storms), wildfie.
Arrangements should be:
« current
«in line th nal N - " i
e et e s st
teatod gy Prevention &Control Nurse is
In line with current guidance and legislation, the organisation has |+ signed off by the appropriate mechanism g lerie
. - arrangements in place to respond to an infectious disease outbreak |« shared appropriately with those required to use them Sl CH i) Elly @) "
12 Duty to maintain plans Infectious disease " has prepared a Mass Treatment Fully compliant
within the organisation or the community it serves, covering a range |+ outline any equipment requirements ored.
of diseases including High Consequence Infectious Diseases. « outline any staff training required VR (EEE] 57
Health Pariners have signed up
Acute providers should ensure their arrangements reflect the guidance issued by DHSC in oIhe) P'“";‘::rgf:: (e
relation to FFP3 Resilience in Acute setting incorporating the FFP3 resilience principles.
ngland nh fittesti
resilience-principles-in-acute-settings/
Arrangements should be:
= current
«in line with current national guidance s S,
New and emerging | " e With current guidance and legislation and reflecting recent |« line with risk assessment e o Te
13 Duty to maintain plans ! lessons identified, the organisation has arrangements in place to |+ tested regularly b Fully compliant
pandemics ) 27/03/2024 before going to ARC
respond to a new and emerging pandemic - signed off by the appropriate mechanism o

+ shared appropriately with those required to use them
+ outline any equipment requirements
+ outline any staff training required




Domain

Duty to maintain plans

Standard name

Standard Detail

In line with current guidance and legislation, the organisation has

to support an incident requiring countermeasures or a mass

Supporting Information - including examples of evidence

Arrangements should be:
* current

 in line with current national guidance

«in line with risk assessment

 tested regularly

 signed off by the appropriate mechanism

+ shared appropriately with those required to use them
 outiine any equipment requirements

 outline any staff training required

Self assessment RAG

Red (not compliant) = Not compliant with the core standard. The
organisation’s work programme shows compliance will not be reached

or isati | Evide within the next 12 months.

rganisational Evidence .
Amber (partially compliant) = Not compliant with core standard. However, the taken

organisation’s work programme demonstrates sufficient evidence of
progress and an action plan to achieve full comy the next 12
months.

Timescale

Green (fully compliant) = Fully compliant with core standard.

Jillian Singleton - Lead Infection|
revention &Control Nurse
isleading on this. Lorraine

Mitchell at Sheffield City Council

has prepared a Mass treatment Fully compliant

Comments

4 should include for TeCePON | 2ng vaccination Plan that all SY
s ibuon of maes prophylaxis and mass vaceination. P
There may be a requirement for Specialist providers, Community Service Providers Mental oaCce “";‘;’;Z:' Gipailim
Health and Primary Care services to develop or support Mass Countermeasure o -
arangements. Orgarisatons should have pians o Suppeort palions i ther e during actvation
of mass countermeasure arrangements.
Commissioners may be required to commission new services to support mass countermeasure
distribution locally, this will be dependant on the incident.
Arrangements should be:
* current
in line with current national guidance Embedded within the Major and
In line with current guidance and legislation, the organisation has | I fine with risk assessment ClcalinoderRlapio bl
effective arrangements in place to respond to incidents with mass |- (=5ted regularty . s sporing oy
15 Duty to maintain plans Mass Casualty | casualties. + signed off by the appropriate mechanism banersiaishiteldieaching Fully compliant
 shared appropriately with those required to use them Hospitals to provide
- outline any equipment requirements psychosocial support to a mass
- oulline any stafftraining required casualty incident. M&CI Plan
was sent to ARC on 16/01/2024
Receiving organisations should also include a safe identiication system for nidenified patients
in an emergencyimass casualty incident where necessary.
Arrangements should be:
. wcr:Jllw’:: lv.mn current national guidance ISV T W st A
] Secure Plan to ARC 16/01/2024.
In line with current guidance and legislation, the organisation has |« in line with risk assessment ts beon signed off by AEO for
16 Duty to maintain plans ) arrangements in place to evacuate and shelter patients, staff and |+ tested regularly Fully compliant
Evacuation and shelter ) final plan and has been
visitors. + signed off by the appropriate mechanism circulated to al partners, SHSG
 shared appropriately with those required to use them o
+ outline any equipment requirements g
« outline any staff training required
Arrangements should be:
Ciniine. \wnn current national guidance ko Ralovli=yeRed bnd
In line with current guidance, regulation and legislation, the updated. Signed off September
o organisation has arrangements in place to control access and +in line with I"Sk assessment 2022 Lockdown plans in place il T
W D EETED TS et egress for patients, staff and visitors to and from the organisation's |- te5ted regularty § for all inpatient facilities. ully compllan
- signed off by the appropriate mechanism ¢
premises and key assels in an incident. " Lockdown Policy was sent to
 shared appropriately with those required to use them R
- outline any equipment requirements
- oulline any stafftraining required
Visitors Policy reviewed and
updated June 2022 includes the
management of VIP visits.
f‘; L"[’[‘g:""e”‘s should be: Protocols in place with Security
Policy in the event of VIP
) «in line with current national guidance ]
In line with current guidance and legisiation, the organisation has (7 1" [ Yith SurTent nationa admissions/treatment
1 Rt Protected individuals. | 2T2NgemeNts in place o respond and manage ‘protected leatod raouiany Safeguarding Policy, individuals e

individuals' including Very Important Persons (VIPs).high profile
patients and visitors to the site.

 signed off by the appropriate mechanism
+ shared appropriately with those required to use them
« outline any equipment requirements

« outline any staff training required

care plan and HM Prisons
designation of high profile
patients. Follow The HM
Prisons and Probation Service
Designation and Management of
High Profile Restricted Patients.
in respect of Low Secure.




Domain

Duty to maintain plans

Standard name

Excess fatalities

Standard Detail

multiagency arrangements for excess deaths and mass fatalities,
including mortuar This includes
tising tide and sudden onset events.

Supporting Information - including examples of evidence

Arrangements should be:
+ current
«in line with current national guidance

The organisation has contributed to, and understands, its role in the |in line with DVI processes

+in line with risk assessment

« tested regularly

 signed off by the appropriate mechanism

+ shared appropriately with those required to use them
« outline any equipment requirements

+ outline any staff training required

Self assessment RAG

Red (not compliant) = Not compliant with the core standard. The
organisation’s work programme shows compliance will not be reached
o isati | Evide within the next 12 months.
rganisational Evidence P

Amber (partially compliant) = Not compliant with core standard. However, the taken

organisation’s work programme demonstrates sufficient evidence of
progress and an action plan to achieve full com the next 12
months.

Timescale

Green (fully compliant) = Fully compliant with core standard.

SHSC have no mortuary
facilities but are a partner to the
1CS and SYLRF excess death
plans; represented by NHS
South Yorkshire at SYLRF,

BB Fully comliant

as appro y
Dot Gl estabisped Mereh
2020 for the Covid-19 pandemic
whereby, not a direct contributor,
but would work with partners.
where appropriate.

Comments

Domain 4 - Command and control

Command and control

On-call mechanism

The organisation has resilient and dedicated mechanisms and
structures to enable 24/7 receipt and action of incident

« Process explicitly described within the EPRR policy statement
+ On call Standards and expectations are set out

fent
internal or external. This should provide the facility to respond to or

escalate notifications to an executive level.

+ Add on call available to staff on call

 Include 24 hour arrangements for alerting managers and other key staff.

+ CSUs where they are del ess critical services for providers and
commissioners

On-call staff attend an ‘Essential
training for Managers' Course
and receive an on-call pack, the
documents of which are also
contained within a shared drive
folder they all have access to.
Switchboard have a Major
Incident Plan providing the
action to take on nofification to
alert managers and other key
staff 24/7.On call mechanism
in place with two levels of on-
call - Senior Manager and
Executive. On call records kept|
via MS teams folder for on call
staff On call policy out for has
been sent to EPG 27/06/2024
before going to PGG and then
ARC for sign off.

Fully compliant

Command and control

Trained on-call staff

Trained and up to date staff are available 24/7 to manage
escalations, make decisions and identify key actions

 Process explicilly described within the EPRR policy or statement of intent
The identified individual

Occupational Standards)

« Has a specific process to adopt during the decision making

+Is aware who should be consuited and informed during decision making
« Should ensure appropriate records are maintained throughout.

+ Trained in accordance with the TNA identified frequency.

+ Should be trained according to the NHS England EPRR competencies (National Minimum

All NHS leaders have attended
the PHC at the appropriate level
(Strategic and Tactical) as
currently available. No one
goes on the on-call rota until
they have completed this.
JESIP training is presently being|
rolled out to strategic leaders.

Partially compliant

Domain 5 - Training and exercising

Training and exercising

EPRR Training

The organisation carries out training in line with a training needs
analysis to ensure staff are current in their response role.

Evidence

« Process explicitly described within (he EPRR policy or statement of intent

« Evidence of a training needs analysi

+ Training records for all staff on ot and those performing a role within the ICC
« Training materials

« Evidence of personal training and exercising portfolios for key staff

EPRR forms part of mandatory
training on induction for all staff.
Staff allocated to ICC duties
receive training to carry out the
actions of their role s per the
Major and Critical Incident Plan.
New Commander portfolios
have been issued to all relevant
commanders. Recent live
incidents including the COVID
pandemic and Industrial Action
evidence some areas and work
is ongoing to meet the 3 year

expectation on meeting

compliance that requires Rs

England EPRR support. For
this reason, we remain partially
compliant.The requirement for a|
Level 3 Education and Training
qualification to be included in
Person Specification of EPRR

lead

Partially compliant




Domain

Standard name

Standard Detail

In accordance with the minimum requirements, in line with current
guidance, the organisation has an exercising and testing

Supporting Information - including examples of evidence

Organisations should meet the following exercising and testing requirements:
+ a six-monthly communications test

+ annual table top exercise

« live exercise at least once every three years

+ command post exercise every three years.

The exercising programme must:
« identify exercises relevant to local risks

Self assessment RAG

Red (not compliant) = Not compliant with the core standard. The
organisation’s work programme shows compliance will not be reached

o isati | Evide within the next 12 months.
rganisational Evidence P

taken Comments

” " " Tir le
Amber (partially compliant) = Not compliant with core standard. However, the imescale

organisation’s work programme demonstrates sufficient evidence of
progress and an action plan to achieve full comy the next 12
months.

Green (fully compliant) = Fully compliant with core standard.

An Internal Communication test
carried out 29/05/2024 by SY
ICB to to assess the
effectiveness of SHSC Trust
communications arrangements
when cascading information to
all on Call Strategic Health
Commanders via switchboard
and mobiles phones Exercise
Hello), supports test carried out

23 Training and exercising EPRRIexercisingand | | .\ (o safely” test incident response arrangements, (o |+ meet the needs of the organisation type and stakeholders in April 2023 internally. ~ Table-| Fully compliant
testing programme. A h y °
undue risk to exercise players or participants, or those patients in |+ ensure warning and informing arrangements are effective. top YH Low/Medium secure
your care) evacuation Plan exercise
Lessons identified must be captured, recorded and acted upon as part of continuous 05/09/2022. We have had a
improvement. series of live incidents relating
1o Industrial Action since
Evidence January 2023. programme of
 Exercising Schedule which includes as a minimum one Business Continuity exercise testing BCP's, the most recent
+ Post exercise reports and embedding learning being Power Failure in
December 2022. Live Critical
incident 18/08/23 re: Legionella.
Key response stalf are aware,
The organisation has the ability to maintain training records and hard copy personal logs issued
and available to be printed from
exercise attendance of all staff with key roles for response in
the on-call shared drive.
accordance with the Minimum Occupational Standards.
Loggist training has been
Evidence undertaken to the required
2 Training and exercising Responder training | Individual responders and key decision makers should be supported |- Training records e e Fully compliant
maintain a continuous personal development portfolio including |+ Evidence of personal training and exercising portfolios for key staff 099 y
available during working hours,
involvement in exercising and incident response as well as any
50 this standard remains
training undertaken to fulfil their role
partially complete. Training of
new Loggists and refresher
training for existing loggists
Major and Critical Incident Plan
There are mechanisms in place to ensure staff are aware of their include action cards for key
roles, BCP's for teams and
Staff Awarenass & | 01® I an incident and where tofind plans relevant o their area of [y e gt e _
2 Training and exercising work or department Partially compliant

Training

Exercise and Training attendance records reported to Board

hard copy, SHSC Extranet

JARVIS and in team shared

drives. EPRR is included in
induction training.

Domain 6 - Response

Incident Co-ordination

The organisation has in place suitable and sufficient arrangements
1o effectively coordinate the response to an incident in line with
national guidance. ICC arrangements need to be flexible and
scalable to cope with a range of incidents and hours of operation
required.

AN ICC must have dedicated business continuity arrangements in
place and must be resilient to loss of utilties, including

+ Documented processes for identifying the location and establishing an ICC
* Maps and diagrams

« Atesting schedule

« Atraining schedule

« Pre identified roles and responsibilities, with action cards

Major and Critical Incident Plan
includes location of nominated
ICCs. It can be scaled from
‘working virtually to a fully
functioning ICC with all key
roles. Phone system upgraded
on 31/07/2023, together with

2 RezmeiEe Centre (ICC) telecommunications, and to external hazards. + Demonstration ICC location Is resilient to loss of utiities, including telecommunications, and  |aooie pionesSNolelbooks and Felepi
pens available in the event of
external hazards ower loss, kept in a trolley in
ICC equipment should be tested in line with national guidance or |+ Arrangements might include virtual arrangements in addition to physical facilities but mustbe | POWer 105+ e
onal guidance " readiness. Newly nominated
after a major \ge to ensure. ina |resilient with alternative contingency solutions. §
state of organisational readiness. e CSaCantis Cotland
Wardsend Road tested on
Arrangements should be supported with access to documentation NP Ui I G
! installed.
for its activation and operation.
Electronic copies on SHSC
| Version controlled current response documents are available to
Access to planning e extranet JARVIS and hard i
27 Response omoemonts - |relevant staffat al fimes. Siaff shouid be aware of where they are | Planring are easil ble - both local copies e Fully compliant
stored and should be easily accessible. ==
‘Annually reviewed BCP's in
Management of business | e With current guidance and legisiation, the organisation has |- Business Continuity Response plans place for all teams and
28 Response Coninutyincidents - |Ccie arrangements in place t respond o @ business continuity |+ Arrangements in place that miigate escalation o business continuity senvices.M & Cl Plan and BCP Fully compliant
incident (as defined within the EPRR Framework). - Escalation processes Policy to ARC 16/01/2024,
BCMS to TEPG 27/03/2024.
Key response stalf are aware,
hard copy personal logs issued
To ensure decisions are recorded during business continuity, critical and available to be printed from
and major incidents, the organisation must ensure the on-call shared drive.
1. Key response staff are aware of the need for creating their own Loggist training has been
3 e Decision Logging | PerSona records and decision logs to th required standards and |+ Documented processes for accessing and ulsing loggists undertaken to the required Fully complant

storing them in accordance with the organisations' records
management policy.

2. has 24 hour access to a trained loggist(s) to ensure support to the|
decision maker

+ Training records

standards but Loggists are only
available during working hours,
50 this standard remains
partially complete. Training of
new Loggists and refresher
training for existing loggists




Domain

Standard name

Standard Detail

The organisation has processes in place for receiving, completing,
authorising and submitting situation reports (SitReps) and briefings

Supporting Information - including examples of evidence

+ Documented processes for completing, quality assuring, signing off and submitting SitReps

Organisational Evidence

SOP in place for submitting
sitreps, tailored to particular
incidents e.g COVID-19 still

operating. SHSC have access

to the standard template,
included as an appendix to the

Self assessment RAG

Red (not compliant) = Not compliant with the core standard. The
organisation’s work programme shows compliance will not be reached
within the next 12 months.
Action to be

e Timescale

ly compliant) = Not compliant with core standard. However, the Colnents

isation’s work programme demonstrates sufficient evidence of
prcgress and an action plan to achieve full comy the next 12
months.

Green (fully compliant) = Fully compliant with core standard.

30 Response Situation Reports |5 o e sante ialuding bospoke of meidont  Evidence of testing and exercising Major and Critical Incident Plan. Fully compliant
+ The organisation has access to the standard SitRep Template Submission depends on the
dependent formats.
incident e.g. COVID sitreps ICC,
Lateral Flow sitreps Information
Team as BAU, Industrial Action
sitreps to ICB, BCP sitreps to
incident lead and EPRR lead.
éﬁ;:ﬁi:; ﬁfl'm‘;r Key clinical staff (especially emergency department) have access to _
31 Response Incidonts and Mane, | the ‘Ciinical Guidelines for Major Incidents and Mass Casualty Guidance is available to appropriate staff either electronically or hard copies Fully compliant
. events’ handbook.
Casualty events'
Access to ‘CBRN incident:| Clinical staff have access to the ‘CBRN incident: Clinical A CBdR.N P‘al" e place
32 Response Cllnlcal Msnagamem and | Management and health protection’ guidance. (Formerly published | Guidance is available to appropriate staff either electronically or hard copies EIDEARIDEICETDS Fully compliant

lth protection’

by PHE)

shered Drive and hard copies
are in the IOR Boxes.

Domain 7 - Warnina and informina

The organisation aligns communications planning and activity with
the organisation’s EPRR planning and activity.

« Awareness within communications team of the organisation’s EPRR plan, and how to report
potential incidents

Measures are in place to ensure
the NHS EPRR Framework.
+ Out of hours communication system (24/7, year-round) is in place to allow access to trained

lents are appropriately described and declared in line with

Communications Team are
integral to Major Incident Plans
and are contactable out of hours
to on-call staff. They are
aligned also to Adverse weather|
and heatwave Plans, providing

& (amdadioind B i andendinelnind omms support for senior leaders during an incident. This should include on call arrangements alerts through the SHSC Eartislyeonpient
* Having a process for being able o log incoming requests, track responses o these requests | _ exiranet JARVIS and social
and to ensure that information related to incidents is stored effectively. This will allow media. Updates to incidents are
organisations to provide evidence should it be required for an inquiry. dated so that staff know they're
following the most up to date
situation.
- Anincident communications plan has been developed and is available to on call
communications staff Incident Communications Plan
* The incident communications plan has been tested both in and out of hours
’ - sted 10 ARC 16/01/2024.A
U Incident Communication | The organisation has a plan in place for communicating during an |+ Action cards have been developed for communications roles > 161 AL ;
34 Warning and informing s " communication exercise Fully compliant
Plan incident which can be enacted. - Arequirement for briefing NHS England regional communications team has been established "
" Exercise Hello was conducted
+ The plan has been tested, both in and out of hours as part of an exercise. el
« Clarity on sign offfor communications is included in the plan, noting the need to ensure
communications are signed off by incident leads, as well as NHSE (if appropriate).
- Established means of communicating with stalf, at both short notice and for the duration of the
incident, including out of hours commur
- Adeveloped list of contacs in pariner who are keyto ¥ (local
Gouncil, LRF partners, neighbouring NHS organisations elc) and a means of wa
informing these organisations about an incident as well as sharing communications information
with partner organisations to create consistent messages at a local, regional and national level.
A developIsto eyloca iketldrs (sut a5 lcal it ofials, o ec) a0
Communication with :;\lems staff, pa:n:r organisations, :«Z‘:::cﬁers and the pubII\::‘ established a process by which to brief local stakeholders during an inci Incident Communications Plan
35 Warning and informing | e befora oG ot ot = et meions. civont mcident o : ;Trr:gnaie Ehanners for commenicatingwith members of the publc hat can be used 24 vy Fully compliant
business continuity incident. + Identified sites within the organisation for displaying of important public information (such as
main points of access)
+ Have in place a means of communicating with patients who have appointments booked or are
receiving treatment
+ Have in place a plan o ommunicate wh inpatiets and ok il o care ghers
“The ubli ts readiness an activiies in annual reports
within the organisakons awn regulatory reporing requirements
 Having an agreed media strategy and a plan for how this will be enacted during an incident.
This willallow for timely distribution of information to warn and inform the media
- Deelop  pol of media spkespeopl ale o represent e crgarisaton o the media o a AR EES
36 Warning and informing Media strategy :::jc“’:-::;‘ss:m::z;"gf‘”ﬁ:’&z"ﬁe‘g‘s':f‘s ‘s"ozi":‘l:‘ee;a‘g‘“ and ), Somsl Media policy and monitoring in place to identify and track information on social media ’ ﬁ,‘ns",‘zzn’gfﬁ::ﬁ ;::m Fully compliant
relating to incidents.
) JARVIS.
- Setting up protocols for using social media to warn and inform
 Speciying advice to senior staff {0 effectively use social media accounts whilst the organisation
iis in incident response
Domain 8- Cooperation
MTV activation group;
Evacuation Plan; YH Low
medium Secure Evacuation
The Accountable Emergency Officer, or a director level « Minutes of mestings R MOD It SIS
representative with delegated authority (to authorise plans and + Individual members of the LHRP must be authorised by their employing organisation to actin | , (Updated version requested):
37 Cooperation LHRP Engagement NEY Escalation and Mutual Aid Fully compliant
with their and their statutory status and

commit resources on behalf of their organisation) attends Local
Health Resilience Partnership (LHRP) meetings.

responsibilities.

plan 2020. Requires ICB
support to maintain MH EPRR
leads have MOU's in place. The|
MOU has been signed off by
EO's




Domain

Standard name

Standard Detail

The organisation participates in, contributes to or is adequatel
represented at Local Resilience Forum (LRF) or chugh Res

8

Supporting Information - including examples of evidence

« Minutes of meetings

Organisational Evidence

SYLRF Information sharing
protocol; SYLRF Constitution
October 2022, information

Self assessment RAG

Red (not compliant) = Not compliant with the core standard. The
organisation’s work programme shows compliance will not be reached
within the next 12 months.

ly compliant) = Not compliant with core standard. However, the
isation’s work programme demonstrates sufficient evidence of
prcgress and an action plan to achieve full comy the next 12
months.

Green (fully compliant) = Fully compliant with core standard.

Action to be

taken Comments

Timescale

38 Cooperation LRF / BRF T (B « A goverance agreement is in place i the organisation is represented and feeds back across | sharing agreements in place. Partially compliant
ror respondore. the system Some are covered in individual
P i contracts. Also requires ICB
support to maintain.
The organisation has agreed mutual aid arrangements in place
outlining the process for requesting, coordinating and maintaining
emql:::ipa"\‘ eidresources. "Tdh:sj::hr:ngemems may include staff, : el:e\al\ed documentation on the process for requesting, receiving and managing mutual aid AT T e D
Coonerati ’ ) tes .
3 Mutual aid + Templates and other required documentation is available in ICC or as appendices to IRP CLRER CEEAAED Fully compliant
In line with current NHS guidance, these arrangements maybe |+ Signed mutual aid agreements where appropriate (L=
formal and should include the process for requesting Miltary Aid to
Civil Authorities (MACA) via NHS England
SYLRF Information sharing
protocol; SYLRF Constitution
The organisation has an agreed protocol(s) for sharing appropriate |+ Documented and signed information sharing protocol October 2022, information
information pertinent to the response with stakeholders and « Evidence relevant guidance has been considered, e.g. Freedom of Information Act 2000, sharing agreements in place. -
43 Cooperation Information sharing Some are covered in individual Partially compliant

partners, during incidents.

General Data Protection Regulation 2016, Caldicott Principles, Safeguarding requirements and
the Civil Contingencies Act 2004

contracts. Also requires ICB
support to maintain.Still waiting
for Katie Hunter and John John

Domain 9 - Business Continuity

The organisation has in place a policy which includes a statement of
intent to undertake business continuity. This includes the

The organisation has in place a policy which includes intentions and direction as formally
expressed by its top management.

The BC Policy should:

+ Provide the strategic direction from which the business continuity programme is delivered.
+ Define the way in which the organisation will approach business continuity.

Business Continuity Policy. BCP|

& LT BTy ECle /B iionen 1o a Business Continuit System (BCMS) |+ Show evidence of being supported, approved and owned by top management. 'ARC 16/01/2024 Felepi
that aligns to the ISO standard 22301. + Be reflective of the in terms of size, compl type of
+ Document any standards or guidelines that are Used as a benchmark for the BC programme.
 Consider short term and long term impacts on the organisation including climate change
adaption planning
BCMS should detail
+ Scope e.g. key products and services within the scope and exclusions from the scope
- Objectives of the system
The organisation has established the scope and objectives of the | The requirement to undertake BC e.g. Statutory, Regulatory and contractual duties ST EER RG]
’ . |BCMS in relation to the organisation, specifying the risk - Specific roles within the BOMS including responsiblities, competencies and authorifies
Business Continuity . > Management Strategy;
management process and how this will be documented  The risk management processes for the organisation ie. how risk will be assessed and ge @
45 Business Continity phnsge oS ystns documented (e.g. Risk Register), the acceptable level of risk and risk review and monitoring Ceimi D RIS Fully compliant
(BCMS) scope and |, efition of the scope of the programme ensures a clear rocess ' prepared and subitted to TEPG
objectives A prog > ens P 27/03/2024, then to ARC for
understanding of which areas o the organisation are in and out of |+ Resource requirements o
scope of the BC programme. - Communications strategy with all staff to ensure they are aware of their roles
- alignment to the organisations sirategy, objectives, operating environment and approach to risk.
* the outsourced activities and suppliers of products and suppliers.
+ how the understanding of BC will be increased in the orga
The organisation has. Adenm“ed pnormsed activities by undenakmg a strategic Business Impact
\ess s the key first stage in the.
development of a BCMS and is tnere!ore critical to a business conununy programme.
Documented process on how BIA will be conducted, including:
+ the method to be us
+ the frequency of review
+ how the information will be sed to inform planning
; The organisation annually assesses and documents the impact of |+ how RA s used to support
Business Impact | ;o\ iion 1o its services through Business Impact Analysis(es) Business Continuity Policy; "
46 Business Continuity AnalysisiAssessment - s i - g Partially compliant
The organisation should undertake a review of s critical function using a Business Impact Business Impact Assessment
(B1A)
Analysis/assessment. Without a Business Impact Analysis organisations are not able to
assesiassurecompliance wihout . Th flowing ponts shod b considered when
undertaking a
+ Determining \mpac(s over time should demonstrate to top management how quickly the
organisation needs to respond to a disruption.
+ Aconsistent approach to performing the BIA should be used throughout the organisation.
+ BIA method used should be robust enough to ensure the information is collected consistently
and impartially.
Documented evidence that as a minimum the BCP checkist is covered by the various plans of
the organisation.
Ensure BCPS are Developed using the ISO 22301 and the NHS Toolkit. BC Planning is
The organisation has business continuity plans for the management|undertaken by an adequately irained person and contain the following:
of incidents. Detaling how it will respond, recover and manage its |+ Purpose and Scoy
Al teams / Services have
senvices during disruptions to: + Objectives and assumptions.
Business Continuiy Plans in
« people + Escalation & Response Structure which is specific to your organisation,
) o cific place that are reviewed annually
’ . Business Continuiy Plans |+ information and data - Plan activation criteria, procedures and authorisation. ;
a7 Business Continuity and 2 or following an incident Fully compliant
(BCP) - premises - Response teams roles and responsibilies.

« suppliers and contractors
+IT and infrastructure

+ Individual responsibilities and authorities of team members.
+ Prompts for immediate action and any specific decisions the team may need to make.
+ Communication requirements and procedures with relevant interested parties.

« Internal and external interdependencies.

+ Summary Information of the organisations prioritised activities.

« Decision support checklists

 Details of meeting locations

« Appendix/Appendices

(whichever is earlier)New BCP
template was submitted to
TEPG on 27/03/2024




Self assessment RAG

Red (not compliant) = Not compliant with the core standard. The
organisation’s work programme shows compliance will not be reached

Domain

Standard name

Standard Detail

Supporting Information - including examples of evidence

Organisational Evidence

Amber (pal
organisation’s work programme demonstrates sufficient evidence of

progress and an action plan to achieve full comj

within the next 12 months.
ly compliant) = Not compliant with core standard. However, the

the next 12
months.

Green (fully compliant) = Fully compliant with core standard.

Action to be

e Timescale

Comments

Confirm the type of exercise the organisation has undertaken to meet this sub standard Scenario based exercise and
discussion based learning to
- Discussion based exercise
complete BIA on minimum
+ Scenario Exercises staffing requirements. Live
The organisation has in place a procedure whereby testing and « Simulation Exercises 9 req! -
exercising of Business Continuity plans is undertaken on a yearly |- Live exercise incidents in respect of Indusiial .
48 Business Continuity | Testing and Exercising Action and legionella. Fully compliant
basis as a minimum, following organisational change or as a result |+ Test
; " Discussion based exercise in
of learning from other business continuity incidents. + Undertake a debrief
respect of power outage. BOMS
idence 10 go to TEPG 27/03/2024,
EPRR work plan includes
Post exercise! testing reports and action plans.
exercise programme
) Organisation's Information Technology department certify that they | Evidence
49 Business Continuity DataProtectiomndi . .. \iant with the Data Protection and Security Toolkiton an | Statement of compliance Waiting for Adam and Katie to Partially compliant
Security Toolkit respond
annual basis. « Action plan to obtain compliance if not achieved
The organisation's BCMS is monitored, measured and ovaluated |+ Business continuity policy
) - BCMS monitoring and | against established Key Performance Indicators. Reports on these |+ BCMS Business Continuity Policy; ;
e L G evaluation and the outcome of any exercises, and status of any corrective « performance reporting Board reports; ARC reports e vechEtnt
action are annually reported to the board.  Board papers
 process in EPRR poli ntinuity policy or BCMS aligned to the au
The organisation has a process for internal audit, and outcomes are [P/°9ram™Me '°' the °'ga"‘sa“°“
included in the report to the board  Board paper
 Audit repars Needs to be arranged - would
: - ’ . . ° -
51 Business Continuity BC audit The organisation has conducted audis at planned intenvls (o Remedial action plan that is agreed by top managemert. suggest 360 Assurance - to Partially compliant
° ; + Anindependent business continuity management audit report. discuss with Neil
confirm they are conforming with its own business continuity . ’
+ Internal audis should be undertaken as agreed by the organisation's audit planning schedule on
programme.
a rolling cycle.
~ External audits should be underiaken in alignment with the organisations audit programme
- process in the EPRR poli ity p BCMS
+ Board papers showing evidence of improvement
+ Action plans following exercising, training and incidents
+ Improvement plans following internal or external auditing
+Changes to suppliers or contracts following assessment of suitability
Continuous Improvement can be identified via the following routes:
+ Lessons learned through exercising.
'aglr:!‘?eg:s to the organisations structure, products and services, infrastructure, processes or Annual audit of BCP's, debriefs
SOMS continuous | T 5 @ process i place to assess the effectiveness of the BOMS[ 25 1es L operates following BC incidents, lessons.
52 Business Continuity N and take corrective action to ensure continual improvement to the 9 9 per learned through Fully compliant
improvement process + Areview or audit 2
BCMS. « Changes or updates to the business continuity management lifecycle, such as the BIA or CEEI R,
g Ity manag yele. EPRR and BCP Polic
continuity solutions.
+ Self assessment
+ Quality assurance
+ Performance appraisal
+ Supplier performance
+ Management review
- Debriefs
- Alter action reviews
 Lessons learned through exercising or live incidents
- EPRR policy/Business continuity policy or BCMS outlines the process to be used and how
The organisation has in place a system to assess the business |suppliers wil be identified for assurance
Assurance of | continuity plans of commissioned providers or suppliers; and are |+ Provider/supplier assurance framework
53 Business Continuty | commissioned providers /| assured that these providers business continuity align- business continuity Waiting for Julie Rice Partially compliant
suppliers BOPs | and are interoperable with their own.
This may be supported by the organisations procurement or commercial teams (where trained in
BC) at tender phase and at set intervals for critical andor high value suppliers
Domain 10 - CBRN
The organisation has identified responsible roles/people for the EERRB e E
updated June 2023, staff
following elements of Hazmat/C! Details i o ot
- Accountabilty - via the AEQ Hazma'/CERN plan and/or Emergency P\annmg policy as etated to the dentified isk and role of ing bEIIE
55 Hazmat/CBRN Governance - Planning the organisation el T T TRy Fully compliant
against action cards for staff to
~Training ards for
- Equipment checks and maintenance follow and in ine with
Which should be clearly documented G AR
16/01/2024
Evidence of the risk assessment process undertaken - including -
Hazmat/CBRN risk assessments are in place which are appropriate i) governance for risk assessment process CBRNe Plan reviewed and
HazmaliCBRN risk |0 the organisation type ii assessment of impacts on sta updated January 2024, clnical ;
3 =ZnctCERN assessments jii) impact assessment(s) on estates and infrastructure - including access and egress ‘waste contingency plan.RA (REFEET
iv) management of potentially hazardous waste added to Ulysses
V) impact of Hazmat/CBRN on critical facilties and senvices
Stalf are aware of the number / process to gain access to advice through appropriate planning
Specialist advice for | Oganisations have signposted key clinical staff on how to access | arrangements. These should include ECOSA, TOXBASE, NPIS, UKHSA Conats number in the CBRN
57 HazmaUCBRN e O ¢ |aporopriate and timely specialist advice for managing patients Plan and HazmalCBRN Fully compliant
PPOSUE i olved in Hazmal/CBRN incidents Arrangements should include how clinicians would access specialist clinical advice for the on- Training Package
going treatment of a patient




Domain

Standard name

Hazmat/CBRN  planning

Standard Detail

The organisation has up to date specific Hazmat/CBRN plans and
response aligned to the risk extending

Supporting Information - including examples of evidence

Documented plans include evidence of the following:
+«command and control structures

+Collaboration with the NHS Ambulance Trust to ensure Hazmat/CBRN plans and procedures are|
consistent with the Ambulance Trust's Hazmat/CBRN capabm«y

to manage and
responders

“Effective and tested processes for activating and deploying Hazmat/CBRN staff and
Decontamination Units (CDUs) (or equivalent)

+Pre-determined decontamination locations with a clear distinction between clean and dirty areas
and demarcation of safe clean access for patients, including for the off-loading of non-

key and other

ical

beyond IOR arrangements, and which are supported by a

atients from safe cordon control
*Distinction between dry ‘and wet decontamination and the decision making process for the

Organisational Evidence

CBRNe Plan reviewed and
updated June 2023. Clinical

Self assessment RAG

Red (not compliant) = Not compliant with the core standard. The

organisation’s work programme shows compliance will not be reached
within the next 12 months.
Action to be
ly compliant) = Not compliant with core standard. However, the taken
isation’s work programme demonstrates sufficient evidence of
prcgress and an action plan to achieve full comy the next 12
months.

Timescale

Green (fully compliant) = Fully compliant with core standard.

Comments

58 Hazmat/CBRN programme of regular training and exercising within the organisation | appropriate deploy L Fully compliant
arrangements : waste contingency
and in conjunction with external stakeholders denification of Iockdown/\so\ahon procedures for paents wating for decontamination T TS i
and processes for patients and fatalit
the latest guidance
“Arrangements for staff decontamination and access to staff welfare
“Business continuity plans that ensure the trust can continue o accept patients not
related/affected by the HazmalCBRI nt, whilst simultaneously providing the
decontamination capabiliy, through designated clean entry routes
“Plans for the management of hazardous waste
“Hazmat/CBRN plans and procedures include sufficient provisions to manage the stand-down
and transition from response o recovery and a return o business as usual activities
“Description of process for obtaining replacement PPE/PRPS - both during a proiracted incident
and in the aftermath of an incident
The organisation has adequate and appropriate wet
decontamination capabiliy that can be rapidly deployed to manage
self presenting patients, 24 hours a day, 7 days a week (for a Documented roles for people forming the decontamination team - including Entry Control/Saety
minimum of four patients per hour) - ths includes availabilty of taff | Officer
o establish the decontamination facilies Hazmat/CBRN trained staif are clearly identified on staffrotas and scheduling pro-actively
considers sufficient cover for each shil
econtamination | There are suffcient trained staff on shiftto allow for the confinuation | Hazmat/CBRN trained staff working on shift are identified on shift board ;
2 (MR capability availability 24 /7 | of decontamination until support and/or mutual aid can be provided - gartielyeonpient
according to the organisation's risk assessment and plan(s) Collaboration with local NHS ambulance trust and local fire sevice - to ensure Hazmal/CBRN
plans and procedures are consistent with local area plans
The organisations also has plans, training and resources in place to
enable the commencement of interim dryiwet, and improvised | Assessment of local area needs and resource
decontamination where necessary.
The organisation holds appropriate equipment to ensure safe
:zzz[":;’::z‘r“‘::’;g‘:‘;‘fu"‘;“e’;‘: fe’:'uefe‘:’{‘o‘:zs:r“; *’:’H‘Zz‘;" This inventory should include individual asset identification, any applicable servicing or
maintenance activity, any identified defects or faults, the expected replacement date and any
atients. - .
applicable statutory or regulatory requirements (including any other records which must be
Eqmpmsm . with the sation's risk maintained for that item of equipment)
- such as for the of Bulant or - |.rhere are appropriate fisk assessments and SOPs for any specialist equipment CBRNe Plan reviewed and
collapacd patonts updated January 2024, staff
. . ) y training on induction, equipment
60 Hazmat/CBRN Equipment and supplies | Acute providers - see Equipment checklist: Acute and ambulance trusts must maintain the minimum number of PRPS suits specified by NHS| o\ iy pharmacy for distribution Partially compliant
fors - see| {&/07leprr. | Enland (241240). These suits must be mainiained in accordance with the manufacturer's it acton oot o ol
guidance. NHS Ambulance Trusts can provide support and advice on the maintenance of PRPS
decontamination-equipment-checklistXisx e neonuiren follow and in line with guidance.
+ Community, Mental Health and Specialist service providers - see PPE order form
ISJ:LG:SV‘V:;‘QC:;‘:Z::;@ for the management of self-presenting patients l?‘es\gna(ed hosp\;als mus‘t ensure |)’;ey£\ave a financial r:e;‘ﬂ'aoe;nem planin p|:CS to en:‘x:rs that
., |they are able to adequately account for depreciation in the life of equipment and ensure funding is
hitps:/webarchive.nationalarchives. gov.uk/201611042311461ps:/ | o1 or replacement at the end of it shelflfe. This includes for PPE/PRPS suis,
P! decontamination facilities etc.
incidents.pdf
There is a preventative programme of maintenance (PPM) in place,
including routine checks fo the maintenance, repair, calibration
(where necessary) and of out of date D ted process for equipment maintenance checks included within organisational
equipment to ensure that equipment is always available to respond | Hazmat/CBRN plan - including f
to.a HazmalCBRN incident < Recordof egularcquipmentcheck, including date completed and by whom
+ Report of any missing equipm
Equipment s maintained according to applicabie industry standards | Organsations using PPE and apeciais squipment shouid document the method for
andin line with manufacturer's recommendations when required CBRNe Plan reviewed and
Equipment - Preventative | The PPM should include where applicable: Process for oversight of equipment in place for EPRR committee in multisite ni;ﬁ;‘m::::ﬁigzga::::‘em
61 HazmatiCBRN - PRPS Suits organisations/ceniral register available to EPRR . Fully compliant

Maintenance

- Decontamination structures.

- Disrobe and rerobe structures

- Water outlets

- Shower tray pump

- RAM GENE (radiation monitor) - calibration not required

- Other decontamination equipment as identified by your local risk
assessment e.g. IOR Rapid Response boxes

There is a named individual (or role) responsible for completing
these checks

Organisation Business Cor to ensure the conti of the
deconiaminaiion services i the evertof s or damage o primary equipment

Records of maintenance and annual servicing

Third party providers of PPM must prcwde the organisations with assurance of their own
Business Continuity under Core Standard 53

held in Pharmacy for distribution|
against action cards for staff to
follow and in line with guidance.




Domain

Standard name

Standard Detail

The organisation has clearly defined waste management processes

Supporting Information - including examples of evidence

Documented arrangements for the safe storage (and potential secure holding) of waste
2 ned o 0rage <

other emerg for the eventual
disposal of:
- Waste water used during decontamination

Self assessment RAG

Red (not compliant) = Not compliant with the core standard. The
organisation’s work programme shows compliance will not be reached
P . ithin the 12 hs.
Organisational Evidence Within the next 12 months
Amber (partially compliant) = Not compliant with core standard. However, the
organisation’s work programme demonstrates sufficient evidence of
progress and an action plan to achieve full com the next 12
months.

Green (fully compliant) = Fully compliant with core standard.

Action to be

e Timescale

Comments

Hazmat/CBRN i ] within their Hazmat/CBRN plans. - Used or expired PPE Partially compliant
arrangements. N
- Used equipment - including unitliners
Any organisation chosen for waste disposal must be included in the supplier audit conducted
under Core Standard 53
Idenified minimum training standards within the organisation's Hazmat/CBRN plans (or EPRR
training policy)
The organisation must have an adequate training resource to deliver } . .
Hazmat/CBRN training which is aligned to the organisational St raing hoeds analysis (TNA) appropriate to the organisation type - fefated o the need for M need to attend a
HazmatIGBRN _traning | #@2maUCBRN plan and associated isk assessments Hazmat/CBRN Train the Traner
tially i
(MR resource Documented evidence of training records for Hazmat/CBRN training - including for. cousre. However, EPM has Eartislyeonpient
" ’ already gained Level 3in
- trust trainers - with dates of their attendance at an appropriate 'train the trainer session (or Iready !
ok eaching and training
- trust staff - with dates of the training that that they have undertaken
Developed training programme to deliver capability against the risk assessment
The organisation undertakes training for all staff who are most likely
o come into contact with potentially contaminated patients and
patients requiring decontamination.
: : Evidence of trust training slides/programme and designated audience
Staff that may make w"'acr“ W“: a "‘“e“"a"} w"'f’"'".a‘e" patients, & ience that the trust training includes reference to the relevant current guidance (where 3 Hazmat /CBRN training
Stfaiing-recognion| 121 " person orover 1 phone, 3 suTcienty rined il || L% cousione have ot prodia o P
HazmatiCBRN o decemammation | Operational Response (IOR) principles and isolation when St comptency records pubdh il ird ully compliant
necessary. (This includes (but is not to) acute, community,
! ute, communt pharmacy staff
mental health and primary care settings such as minor injury units
and urgent treatment cenires)
Staff undertaking patient decontamination are suffciently trained to
ensure a safe system of work can be implemented
Organisations must ensure that staff who come in to contact with
patients requiring wet decontamination and patients with confirmed | Completed equipment inventories; including completion date
respiratory contamination have access to, and are trained to use,
appropriate PPE. Fi testing schedule and records should be maintained for al staff who may come into contact
with confirmed respiratory contamination Nee to double chaeck with ;
REEEAEERR =/ This includes maintaining the expected number of operational PRPS| Jillian Rl vecnetent
available for immediate deployment to safely undertake wet Emergency Departments at Acute Trusls are required to maintain 24 Operational PRPS
decontamination andior access to FFP3 (or equivalent) 24/7
Organisations must ensure that the exercising of HazmaUCBRN | Evidence
Hazmat/CBRN Exercising plans and arei inth + Exercising Schedule which includes Hazmal/CBRN exercise Non compliant

re
| EPRR exercising and testing programme

« Post exercise reports and embedding learning




Ref

Deep Dive - Cyber Security and IT related incident response (NOT INCLUDED WITHIN THE ORGANISATION'S OVERALL EPRR ASSURANCE RATING)

Domain

Standard

Supporting evidence- including examples of evidence

Organisational Evidence - Please provide
details of arrangements in order to
capture areas of good practice or further
development. (Use comment column if
required)

Self assessment RAG

Red (not compliant) = Not evidenced in
EPRR arrangements.

Amber (partially compliant) = Not evidenced
EPRR arrangements but have plans in
place to include in the next 12 months.

Green (fully compliant) = Evidenced in plans
or EPRR arrangements and are
tested/exercised as effective.

Action to be taken

Timescale

Comments

Cyber security and IT teams support the

-Cyber security and IT teams engaged with EPRR governance

and are repi on EPRR
membership (TOR and minutes)

EPRR activity including delivery of the EPRR work

- Shared of risks to the organisation and the
population it serves with regards to EPRR - organisational risk

Head of Service Delivery & Infrastructure and IG
Manager are both members of the Trusts Emergency
Planning Group.

Emergency Planning
manager and Head of

ive r ity & I inci N N - o ! - 9 3 Service Delivery & Adam Handl
DD1 Deep Dive | Cyber Securily & [T related incident | oo to achieve business objectives outlined in |assessments and risk registers Liited shared understanding of potential risks which| Partially compliant ervice Delvery om Handley san-25
Cyber Security  |preparedness N y . Infrastructure to review  [Jean Kiyori
organisational EPRR policy. -Plans and a common needs to be reviewed. otential risks.
of incidents in line with EPRR framework and cyber security EPRR policy and related cyber incident response plans| P
requirements. are being written and aligned.
-EPRR work programme
-Organisational EPRR policy
Arrangements should:
-consider the operational impact of such incidents Finalise and approve
-be current and include a routine review schedule Cyber m”denf';es onse
-be tested regularly Cyber Incident Response Plan is currently in draft P;lan and cyber Iapbooks
-be approved and signed off by the appropriate governance phase and is being reviewed and aligned with the yber play!
The organisation has developed threat specific cyber ~ |mechanisms trusts emergency planning policy Review results from
DD2 Deep Dive Cyber Security & IT related incident |security and IT related incident response arrangements |-include clearly identified response roles and responsibilities Partially compliant regional cyber Adam Handley Mar-25
Cyber Security  [response arrangements with regard to relevant risk assessments and that -be shared appropriately with those required to use them Regional Cyber review has been conducted by ANS to asfessme:‘ and next
dovetail with generic organisational response plans. -outline any equipment requirements review all NHS and Council organisations in South steps in terms of
-outline any staff training needs Yorkshire ICS to advise on potential improvements do:mmmn o
-include use of unambiguous language and areas for investment.
a common - used investment in
P - p infrastructure
during incidents in line with the EPRR framework and {nirastruct
cybersecurity requirements.
Arrangements should consider the generic principles for
enhancing communications resilience: Updated
1. look beyond the technical solutions at processes and e cations plan
organisational arrangements . ; .
Al ° - - - Our updated communications plan for emergency with Cyber Security
il - . isation h: . 2. identify and review the critical communication activities that . "
Deep Dive Resilient Communication during The organisation has arrangements in place for underpin your response arrangements preparedness, resilience and response (EPRR) covers ) ) addition to be approved
DD3 . Cyber Security & IT related communicating with partners and stakeholders during o ) . the principles of how we will communicate in a cyber |Partially compliant at the Trusts Emergency |Holly Cubitt Jan-25
Cyber Security [ N o 3. ensure diversity of technical solutions . :
incidents cyber security and IT related incidents. or IT related incident. Planning Group in
4. adopt layered fall-back arrangements January 2025
5. plan for appropriate interoperabilty v
https://www.england.nhs.uk/wp- 019/0:
ilient icati d pdf
There are specific references to SHSCs
communications activities and media handling plans
in the updated communications plan for emergency
preparedness, resilience and response (EPRR)
- Incident inicati N i v Updated
cident communications plans and media strategy give Section 9 of SHSCs updated plan gives detail on pated
consideration to cyber security incidents activities as well as F ves ceie communications plan
o AR spokespeople and how media enquiries will be . !
. y clinical and operational impacts. with Cyber Security
The has Incident plans and y . . handled. .
" y incl - Agreed sign off processes for media and press releases in additions to be approved
Deep Dive media strategies that include arrangements o agree | o 2151 (o yber security and IT related incidents ' ’ at the Trusts Emergency
DD4 . Media Strategy media lines and the use of corporate and personal P . Section 11 of SHSCs plan details how we will report in [ Partially compliant N Holly Cubitt Jan-25
Cyber Security -Di process for to regional and Planning Group in

social media accounts during cyber security and IT
related incidents

national teams

- Incident communications plan and media strategy provides
guidance for staff on providing comment, commentary or advice
during an incident or where sensitive information is generated.

the effectiveness of our communications activity and
how we wil liaise with regional and national teams
as appropriate for the incident.

Appendix C and D of SHSCs plan provides a draft
statement for internal and external use in event of a
cyber related incident. There is also detailed guidance|
in section 9 on spokespeople.

January 2025




The exercising and/ or testing of cyber security and IT

- Evidence of exercises held in last 12 months including post

Annual desktop exercises are conducted as part of
the DSPT to review any potential issues. Cyber
documentation is new and limited in places due to no
dedicated cyber resource so further testing and

Review annual EPRR
Exercise and testing
programme

Align DSPT and EPRR

Deep Dive " " f . p S Exerci
DD5 o berpSecumty Testing and exercising related incident arrangements are included in the exercise reports exercises are needed to review and follow new Partially compliant Xercises Jean Kiyori Jan-25
4 organisations EPRR exercise and testing programme. |- EPRR exercise and testing programme documentaiton to make sure its clear of roles, Conduct exercise with
responsibilities and potential scenarios that may )
cyber incident response
occur during a potential cyber incident.
plan.
CARECert processes in place to respond to any
- Cyber security and IT colleagues participation in debriefs potential threats or vulnerabilities.
" following live incidents and exercises
The organisation's Cyber Security and IT teams have 9 . y
" . - lessons identified and implementation plans to address those No previous requirement for incident plans needing
Deep Dive " processes in place to implement changes to threat "
DDé6 Continuous Improvement : " lessons to be updated but new documentation and exercises | Fully compliant Adam Handley
Cyber Security specific response arrangements and embed learning . . .
PR y -agreed processes in place to adopt implementation of lessons [ will make sure this occurs in the future.
following incidents and exercises
identified
- Evidence of updated incident plans post-incident/exercise ITIL Major Incident and lessons learnt processes in
place for all major incidents.
No dedicated resource for Cyber Security within the Incorporated into Digitals|
Digital department. Target Operating Model
- TNA includes Cyber security and IT related incident response to review roles and
i . " i inci D Di 1 I
DD7 Deep Dive Training Needs Analysis (TNA) Cyb_er secunl_y and IT rel_aled |rl\cndem response roles  [roles ) ) evelopment is ongoing within Digital to provide Non compliant responsibilties and Adam Handley Mar-25
Cyber Security are included in an organisation's TNA. tendar lists showing ity and IT some cyber security training to staff in technical roles potential dedicated
colleagues taking part in incident response training. 'who would potentially be involved in supporting a resource for cyber
cyber incident. security.
Review current EPRR
training
" The oranisation's EPRR awareness training includes . Review potential
DD8 Deep Dive EPRR Training the risk to the organisation of cyber security and IT | CYPer security and IT related incidents and emergencies EPRR Risk Register informs SHSC Emergency and Busir| Partially compliant toinclude |/<2" Ki¥ort Mar-25
Cyber Security : included in EPRR awareness training package Adam Handley
related incidents and emergencies Cyber Security and IT
related Incidents
" T Conduct b t
The Cyber Security and IT teams are aware of the -robust Business Impact Analysis including core systems Disaster Recover plan outlines SHSC critical services a:::\ :‘5 W:i:sjjl‘l’“‘“‘
Deep Dive : organisations's critical functions and the dependencies |-list of the organisations critical services and functions and functions and prioritises those services above ; " v
DD9 Business Impact Assessments . " " . . Partially compliant require clinical Adam Handley Mar-25
Cyber Security on IT core systems and infrastrucure for the safe and |-list of the organisations core IT/Digital systems and prioritisation |others in the event of a DR scenario to support
effective delivery of these services of system recovery PP
Further business
Cyber Security and IT systems and infrastructure are ) R ) ) continuity trainin
Deep Dive Business Continuity Management ooyns\dered W\{h\n the sc); e and objectives of the “Reflected in the organisation's Business Continuty Policy sessions. ;{e mredgacross
DD10 P y 9 > W ! pe and obj ~key products and services within the scope of BCMS BCMS is in place. More training needed Partially compliant d Jean Kiyori Mar-25
Cyber Security  [System organisation's Business Continuity Management . the trust and specifically
-Appropriate risk assessments
System (BCMS) on call managers
Finalise Cyber Incident
Disaster recover plan in place but is not specific to response plan which lists
IT Disaster Recovery arrangements for core IT - Business Continuity Plans for critical services provided by the  [each core system. key personnel details.
Deep Dive systems and infrastructure are included with the organisation include core systems Cyber incident response plan has a list of key Finalise reviewing
DD11 CyberPSecunty Business Continuity Arrangments  |organisation's Business Continuity arrangements for  |-Disaster recovery plans for core systems personnel and contact details. Partially compliant Digitals BCP Adam Handley Mar-25

the safe delivery of critical services identified in the
organisation's business impact assessments

~Cyber security and IT departments own BCP which includes
contacts for key personnel outside of normal working hours

Digitals BCP is currently being reviewed

Document Disaster
Recovery plans
(Playbooks) for core
systems




Domain 1 - Goverance

Domain

‘Standard name

Standard Detail

Supporting Information - including examples of evidence

Organisational Evidence

Self assessment RAG

Red (not compliant) = Not compliant with the core

standard, The organisation's work programme shows
compliance will not be reached within the next 12
months.

Amber paraty complan) = Not complantwithcore
wever, the organisation's work
R S T e
progress and an action plan to achieve full
compliance within the next 12 months.

Green (fuly compliant) = Fully compliant with core
standard.

Action to be taken

Timescale

Comments

Domin 2- Dutyfo sk assess

to maintain Plans

% Duty to maintain plans Protected indiduals i wih curent guidance ard el h arganSalon | Avangarerts shoud e Visitors Policy reviewed and updated June 2022
amangements in place to respond and manage “protec  curtent includes the management of VIP visis. Protocols in
nchiduals Icluing Very mporiant Parsons (VIbsyigh profle |- i ne it curent atonal gucance place with Securly Policy in the event of VIP.
paients and visitors o the site. «in line with risk assessm admissionsfireatment. Safeguarding Policy, individuals
 tested regularly care plan and HM Prisons designation of high profile
+signed off by the appropriate mechanism patients. Follow The HM Prisons and Probation Service | Partially compliant
shared appropriately wilh those required (0 use ther Designation and Management of High Profile Restricted
outline any equipment requirements Patients in respect of Low Secure.
« outlin any staff training required
Domain4 d and control
21 Command and control Trained on-call staff Trained and up 1o date staff are available 247 1o manage « Process explicily described wihin the EPRR policy or statement of inent AIINHS leaders have attended the PHC at the

escalations, make decisions and identify ke actions

e identifed i
« Should be rding to the NHS England
Occupahcna\ Sandares )

« Has a specific process o adopt during the decision makin
+Is aware who should be consulted and informed during decision making
« Should ensure appropriate records are maintained throughou

« Trained in accordance with the TNA identified frequency.

(National Minimum

appropriate level (Strategic and Tactical) as currently
available. No one goes on the on-call rota until they
have completed this. JESIP training is presently being
rolled out o strategic leaders.

Partially compliant

Domain 5 - Training
22

Training and exercising | EPRR Training The organisation carties out training in line with a training needs | Evidence: EPRR forms part of mandatory Uraining on induction for
analysis to ensure staffare current in their response role. + Process explicilly described within the EPRR policy or statement of intent all staff. Staff allocated to ICC duties receive training to
- Evidence of a training needs anal carry out the actions of their role as per the Major and
« Training records for all saff on call and those performing a role within the ICC Citical Incident Plan. New Commander portolios have
« Training materials been issued 1o all relevant commanders. Recent live
« Evidence of personal training and exercising portfoios for key staff incidents including the COVID pandemic and Industrial
Action evidence some areas and work is ongoing to
meet the 3 year expectation on meeting compliance
that requires NHS England EPRR supporl. For s | partially compliant
reason, we remain partially compliant. The requirement
for a Level 3 Education and Training qualification to be
included in Person Specification of EPRR lead.
25 Training and exercising | Staff Awareness & Training There are mechanisms in place (o ensure staff are aware of their | As part of mandatory training Major and Citical Incident Plan include action cards for

role in an incident and where 1o find plans relevant to their area of
work or department

Exercise and Training altendance records reported to Board

key roles, BCP's for teams and Senvices are available
both in hard copy, SHSC Extranet JARVIS and in team
shared drives. EPRR is included in induction training.

Partially compliant

Domain 7 - Warning
33

Warming and informing

Warning and informing

The organisation aligns communications planning and actvity with
the organisation's EPRR planning and actiy.

+ Awareness within communications team of the organisation's EPRR plan, and how 1o report
potential incidents.

+ Measures are in place to ensure incidents are appropriately described and declared n line with
the NHS EPRR Framework.

- Out of hours communication system (2417, year-round) is in place 10 allow access (o rained
comms support for senior leaders during an incident. This should include on call arangements.

+ Having a process for being able lo log incoming requests, lrack responses Lo these requests
and to ensure that information related to incidents is stored effectively. This will allow
organisations to provide evidence should it be required for an inquiry.

Communications Team are integral to Major Incident
Plans and are contactable out of hours to on-call staff.
They are aligned also lo Adverse weather and heatwave|
Plans, providing alerts through the SHSC extrar

JARVIS and social media. Updates to incidents are
dated 50 that staff know they're following the most up to
date situation.

Partially compliant

] Cooperation LRF 3R Engagement "The organisalion partcipates in, conibutes (o or s adequately |- Minules of meetings SYLRF Information sharing protocal; SYLRF
reprosented at Local Resiience Forum (LRF) or Borough « AGerance ageamensn lace 10 organsaon s prsened and s back s Conaiuion s 2022, fomaton srarng
Resilience Forum (BRF), demonstrating engagement and co- the system reer in place. Some are covered in individual | Partially compliant
operation with partner responders. wntracts A\sc requires ICB support to maintain.
43 ‘Cooperation Information sharing sharing appropriate |« D¢ lled and signed protocol 'SYLRF Information sharing protocol; SYLRF
information pertinent to the response with stakeholders and + Evidence relevant guidance has been considerec Freedom of Information Act 2000, Constitution October 2022, information sharing
partners, during incidents. General Data Protecton Regulation 2016, Caldicott Principles, Safeguarding fequirements and greements inplace. Som recowredin s
o Civi Contingencies Act 2004 Also fequires ICB supportto maintan. Sl | Partialy compliant
g fo kat HoterantJohn John Watenname.
Conlnuiy
4 Business impact ) The organisation annually 35565565 and documents the mpactof | Tha organisation has identiied prioiised aciviies by undertaking a stategi Business mpact | Businoss  Poloy; Business Impact
disrupton to s senvices through Business Impact Analysis(es). usiness Impact S o key stsiage e, |Ascesament
development o a BCMS andis therefore criical 0 a business continuty programme
Documented process on how BIA willbe conducted, ncluing
the method to be used
the frequency of review
 how the information will be used 1o inform planning
“how RA is used fo support
The organisaton should undertake  roview of s cicalfunction using a Business Impact
Analysisiassessment. Wilhout a Business Impact Analysis orgarisalions are not able to Partially complant
p it The following points should be considered when
undertaking a BIA:
- Detormining impacts over fime should dsmonsirate o fop maragement how quickly the
organisation needs o fespond o a disruplion.
A consistent approach to perorming he BIA should be used troughout the orgarisation
- BIA method used shouid be robust enough to ensure the informaion i collecied consistently
and impartaly.
W Business Continuiy Data Proection and Securty Toolkit Organisation's nformation Technology depariment cerly thal they | Evidence Waiting for Adam an Katl 1 espond

are compliant with the Data Protection and Security Toolkit on an
annual basis.

+ Statement of compliance
« Action plan 1o obtain compliance if not achieved

Partially compliant




Domain

Business Continuity.

‘Standard name

BC audit

Standard Detail

The organisation has a process for intemal audit, and outcomes are|
included in the report to the board

‘The organisation has conducted audits at planned intervals to
confirm they are conforming with its own business continuity
programm

Supporting Information - including examples of evidence

+ process documented in EPRR policy/Business continuity policy or BCMS aligned to the audit
rogramme forhe organisaton

+ Board paps

« Audit ey

 Rémeciatacion plan tht s agreed by top management
 Anindependent business coninuty maragement aud epor
« Internal audits shoul by audit
on a rolling cycle.

« External audits should be undertaken in alignment with the organisations audit programme

Organisational Evidence

Needs to be arranged - would sugges! 360 Assurance -
to discuss with Neil

‘Self assessment RAG

Red (not compliant) = Not compliant with the core
standard. The organisation's work programme shows
compliance will not be reached within the next 12
months.

‘Amber (partially compliant) = Not compliant with core
tandard. However, the organisation’s work
programme demonstrates sufficient evidence of
progress and an action plan to achieve full
compliance within the next 12 months.

Green (fully compliant) = Fully compliant with core

Partially compliant

Action to be taken

Timescale

Comments

providers | suppliers BCPS

The organisation has in place a system (0 assess the business.
continuity plans of commissioned providers or suppliers; and are

“EPRR policy/Business continuity policy or BCMS oulines the process (o be used and how
supplies willbe identfed or assurance

assured that these providers business
align and are interoperable with their own,

 Provderisupplicr usiness continuty arrangemems

This may be supported by the organisations procurement or commercial teams (where trained in|
BC) at tender phase and at set intervas for ciitical andor high value suppliers

Waiting for Julie Rice

Partially compliant

Domain 10 - CBRN
59

-outline any equipment requirements
-outline any staf training needs
incude use of unamtiguous enguage

logy used during incidents in line with the
EPRR hamework and cybersecuty requroments

areas for investment.

assessment and next steps in terms of

documentation and investment in

HazmallCBRN Decontamination capabilty availabily 24 17 adequate Toles for people forming the team - including
decontamination capabilly that can be rapidly deployed to manage | Officer
self presenting patients, 24 hours a day, 7 days a week (i trained staffaro on staff rotas g pro-aciively
minimum of four patients per hour) - this includes availabily of staff| considers sufficient cover for each shift
10 establish the decontamination facilies fazmat/CBRN trained staff working on shif are identified on shift board
o are suffcient rained staff on shift o allow for the Collaboration with local NHS ambulance trust and local fire senvice - 1o ensure Hazmat/CBRN
continuation of decontamination until support andior mutual aid can| plans and procedures are consistent with local area plans.
be o k fand Partially compliant
plan(s) Assessment of local area needs and resource
The organisations also has plans, raining and resources in place ol
enable the commencement of interim dry/wet, and improvised
decontamination where necessary.
0 HazmallCBRN Equipment and supplies The organisalion holds appropriate equipment o ensure safe This inventory should include individual assel identfication, any applicable senvicing or CBRN Plan reviewed and updaled January 2024, stafl
decontamination of patients and protection of staf. There is an | maintenance activy, o -asnmsa el ortaus, e swaclad replacement date and any | raining on induction, equipment held in Pharmacy for
accurate inventory of equipment required for decontaminating | applicable statutor (includ which mustbe | distibution against action cards for staff to follow and in
patients. maintined for tha fem of squipmen) line with guidance. PPE order form.
Equipment is proportionate with the organisation's risk assessment  There are appropriate risk assessments and SOPs for any specialist equipment
of requirement - such as for the management of non-ambulant or
collapsed paients Acute and ambulane trusts must maintain the minimum number of PRPS suits specified by
NHS England (24/240). These suits must be maintained in accordance with the manufacturer's
« Acute providers - see Equipment checkist guidance. NHS Ambulance Trusts can provide support and advice on the maintenance of PRPS Partially compliant
hitps:/fwww.england.nhs.ukiwp-contentiuploads/2018/07/eprr- | suils as required.
decontamination-equipment-check-istisx
« Community, Mental Health and Specialst service providers - see | Designated hospitals must ensure they have a financial eplacement plan in place lo ensure that
guidance ‘Planning for the management of self-presenting patients | they are able to adequately account for depreciation in thelfe of equipment and ensure funding
in heallhcare seting' is available for replacement at the end of is shelf . This includes for PPEIPRPS suits,
u facilies elc.
wwwengland.nhs. uk/wp-contentuploads/2015/0dieprr-chemical-
incidents.pdf
62 Hazmat/CBRN Waste disposal arrangements has ly waste management for the safe storage (and potenl\a\ secure holding) of waste
within their Hazmat/CBRN plans -in gency for the eventual
dispos:
- Waslo water used durng decatamintion
- Used or expired Partially compliant
Used uigment. mtuding i nrs
Any organisation chcsan for waste disposal must be included in the supplier audit conducted
under Core Standard 5
3 HazmallCBRN HazmalCBRN _training resource The organisation must have an adequate training resource (o TGentified minimum training standards wilhin the organisation's HazmaUGBRN plans (or EPRR | EPM need (o attend a Hazmal/GBRN Trai the Traner
deliver HazmalICBRN training which is aligned to the organisationall training policy) cousre. However, EPM has already gained Level 3 in
Hazmat/CBRN plan and associated fisk assessments Teaching and training
Stafftraining needs analysis (TNA) appropriate to the organisation type - related to the need for
decontamination
Documented evidence of training records for Hazmat/CBRN training - including Partially compliant
- s riers - i s ofht alndance a an spropriae i the Vainer session (or
update)
- rust staff - with dates of the training hat that they have undertaken
Developed training programme lo deliver capability against the risk assessment
& HazmallCBRN Exercising must ensure that Evidence
plans and e incorporated in B hedule which includes exercise e
EPRR exercising and testing programme * Post exercise reports and embedding learning el
oo it e q
oo1 Deep Dive yoer Y& d ITteams support the organisation's EPRR |, 1d 1T teams engaged wi amangement and are Senvice Delivery & Inf
acity ncucing delveryof (e EPRR work programme (o schieve.|on EPRR camrniee memberehs (TOR and minuice) Hanager e bon mamoers o e Tt Emergency
business objectives outlined in organisational EPRR policy. - Shared understanding of risks {o the organisation and the population it serves with regards to | Planning Grouy
EPRR -organisaionl ris assessments and s registers Cimied shared understanding of potental risks which Emergency Planning manager and
-Plans and common incidents in line with EPRR | needs to be reviewed. Partially compliant I"fa" of Service Delivery ks, | Adam HandieyJean Kiyori 45658
framework and cyber secumy Tecremants EPRR policy and related cyber incident response plans Infrastructure to review potential risks
-EPRR work programme are being written and alignec
~Organisational EPRR policy
DD2 Deep Dive Cyber Security | Cyber Security & IT. has developed threal specific cyber security and | Arrangements should: Cyber Incident Response Plan is currently in
T related incident response artangements with regard to relevant. | -consider the operational impact of such incidents ohace a1+ beig eowed and algned i g ists
risk assessments and that dovetail with generic organisational | -be current and include a routine review schedule emergency planning policy
response plans. -be tested regularly Finalise and approve Cyber Incident
-be approved and signed off by the appropriate governance mechanisms Regional Cyber review has been conducted by ANS to Response Plan and cyber playbooks
clude clearly identied response roles and responsibities roview all NHS and Council organisations in Soutn
-be shared appropriately with those required to use them Yorkshire ICS to advise on polential improvements and | Partially compliant Review results from regional cyber | Adam Handley 45717




Domain

‘Standard name

Standard Detail

Supporting Information - including examples of evidence

Organisational Evidence

‘Self assessment RAG

Red (not compliant) = Not compliant with the core
standard. The organisation's work programme shows
compliance will not be reached within the next 12
months.

‘Amber (partially compliant) = Not compliant with core
tandard. However, the organisation’s work
programme demonstrates sufficient evidence of
progress and an action plan to achieve full
compliance within the next 12 months.

Green (fully compliant) = Fully compliant with core

Action to be taken

Timescale

Comments

Deep Die Cyber Securly | Resilnt Commuricalon uing Cyber Seculy & T efated nide e crganisaton has arangemens i lace o cammunicang | ATangements S onsider he Genericprinciles o nhancing communialons esiience: | Our pdaledcommunialons plan o emergency
with parinrs and stakeholders durng cyber secury and I elated | 1. look beyond the technical solutions a processes response
incidents 2! ideniiy and revew the critcal s that underpin your respor ot how we il in'a cyver or
amangement T related incident. Updated communications plan with
3. ensure dversy of tchnical soluons Cyber Securty adon o be approved
4. adopt layered fall-back amangements oo
5. plan for appropriate interoperabilty Partlly compliant ey aa P18 ol Cubit 45658
iy Jand o
quicance.pa
I3 Deep Dive Cyber Securily | Media Strategy plans and media |- plans and o) o u There are specific references to SHSCs
el kot aangoments 1 aqtes madis e anhe [ inlnesseiiles o well o siion an opermion e communications acties and mecia handiing plans in
use of corporate and personal social media accounts during cyber |- Agreed sign off processes for media and press releases in relation to Cyber security and IT. the updated communications plan for emergency
securty and I elated ncidents rltd cdens preparecness,resiience and response (EPRR)
mented process for communications to regional and national feams
 ncident communications plan and media strategy provides guidance for staff on providing | Section 9 of SHSCs updated plan gives detail on
comment, commentary or adice during an ncident o where Sersitve information i generate. | spokespeople and how media enquiries il be
ndled Updated commurications plan witn
Cyoer Securty additions to be
Soston 1111505 e il o we i ot approved at the Trusts Emergency
the effectiveness of and ly Pl Planning Group in January 2025 Holly Cubitt 45658
o o il T i reonal and naione e as
approprate for the inidont,
Appencix C and D of SHSCs pan provides a crat
satement or intemal and extemal use n event o a
cyber related ncident. Thers s aso detailed uidance
in'section 9 on spokespeople.
[oos Deep Dive Cyber Security | Testing and exercising The exercising and/ or testing of cyber security and IT related ~Evidence of exercises held in last 12 monihs including post exercise reports ‘Annual desktop exercises are wnducvad ‘as part of the Review annual EPRR Exercise and
incident arangemens are included n the organisations EPRR |- EPRR exercise and tesing programme DSPT (o review any potental isues eating programime
exercise and tesing programme Gocumentaon s row and mied m paces e (>
dedicated cyber resource so furthr lesting and Aign DSPT and EPRR Bercises
exercises are nesded to raview and follow new Partalycomliant Joan Kiyor asoss
documertaton o make e s car f s, Conduct sxercise with cyber incident
ial scenarios response plan.
' vt ot nedant
[oo7 Deep Dive Cyber Security | Training Needs Analysis (TNA) Cyber securlly and IT relaled incident response roles are included |- TNA includes Cyber security and IT related inciden response roles. No dedicated resource for Cyber Security within the
in'an organisation's T . IT coleagues taking pat i incidert | Digitaldepariment
oo et i it Tt
mont s ongoing wihin Digital o provi peratng Model to review roles o
Devlopment s ngong winin 091l 0 B4 M1 comptant e manalics and poenta aesest | Adam Handiey a1
would potentially be involved in supporting a cyber resource for cyber security.
incident
DD8 Deep Dive Cyber Securly | EPRR Training The oranisation's EPRR awareness training includes the risk (o the | -Cyber security and IT related incidents and emergencies included in EPRR awareness training | EPRR Risk Register informs SHSC Emergency and Review current EPRR lraining
organisation of cyber securly and ITrelated incidents and package Business Continuty Plans Reviow potental mprovements to
emergencies Partally complant include Cyber Secury and T elated | Jean Kiyori Adam Handiey as717
Incidents
o0 Deop Dive Cyber Securly | Business mpact Assessments The Cyber Securty and IT teams are aware of e “robust Business mpact Anal ems Disaster Rocover plan oufines SHSC arical serices
critical functions and the dependencies on IT core systems and | st of the organisations critical services and mncuons and functions and prioritises those services above Conduct business impact analysis
infrastrucure for the safe and effective delivery of these services. ist of the organisations core IT/Digital systems and prioritisation of system recovery others in the event of a DR scenario Partially compliant ;”s‘i';;:‘r“ requie clinical involvement | o Handley 45717
o510 Deep Dive Business T syoms and s o consired | Rt e cgasars snoss Conuty iy NS s i place. More wraining noeded
Wihinthe scope and abjective ofthe organisalion's Business | Key producis and sendces wilhin he scope of BCM Further business continuity traiing
Continuity Management System (BCMS) ~Appropriate fisk assessment Pertially compliant sessions required across the trustand | o2y o w717
spocifcaly on call managers
oo Desp Dive Cyber Securly | Business Continaty Amangrments T Bisaster Recovery arrangements for ore T systoms and “Business Contimuity Plans for crical ssnvicss prowded by e organisation nciude core Disaster racover plan in place but s ot specic o sach
st r g i e cramsatorsSusness systems core systemn Finalse Cyber ncidentrespons plan
" the ices | -Disaster 18 for core systems. plan has a list of key p which lists key personnel details
aonihe e cogaisalons inoss Impact ssscetments . | Cyverscour ¥ deparements ow BCP wichinciudes. conlact for key personne outide | somacs seale Partally complant Finalise reviewing Digials BCP Adam Handiey ss7i7
of normal working hours igitals BCP is currently being reviewed. Document Disaster Recovery plans
(Playbooks) forcore systems




‘Self assessment RAG

Red (not compliant) = Not compliant with the core
standard, The organisation's work programme shows
compliance will not be reached within the next 12
months.
Organisational Evidence

Domain Supporting Information - including examples of evidence

Amber (partially compliant) = Not compliant with core Action to be taken Timescale Comments
standard. However, the organisation’s work
programme demonstrates sufficient evidence of
progress and an action plan to achieve full
compliance within the next 12 months.

‘Standard name Standard Detail

Green (fully compliant) = Fully compliant with core
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